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2) Who Is a Cyber Incident Responder
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3) - What Is a Cyber Incident Response
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Secutiry research
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Detection Enjineering (soc /siem)!
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Endpoint detection (AV, EDR sensors, os internals)
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Networking Detection (NSM)"
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DFIR research!
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platform & domain-specific Research!
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Exploit research (userland)
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tradecraft research (OPSEC, evasion, LOLBins)!
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Red team research (attack simulation, tooling)
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application security!

protocol and Network secrity research!
identify research!
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actor and campainegn'
infrastucture and OSINT research!
intel-to detection’
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